
DATA PROTECTION AND PRIVACY 
ROOTS SOFTWARES PIPEDA PROCEDURES 

  
  
OVERVIEW:  
  
The Canadian Personal Information Protection and Electronic Documents Act (PIPEDA) is a data privacy law in 
Canada that applies to many organizations based in Canada that collect and process the personal information of 
individuals.   
This section describes how features and functionality of ROOTS SOFTWARES Cloud Infrastructure can help our 
Canadian customers comply with PIPEDA principles. This section does not provide an exhaustive discussion of 
PIPEDA requirements, nor does it give compliance advice. Generally, ROOTS SOFTWARES has no insight into 
the content of the data you store in ROOTS SOFTWARES Cloud Infrastructure or your particular legal 
requirements for the processing of your data. This is not legal advice and customers are advised to seek their own 
legal counsel to develop and implement their privacy compliance program and to assess the features and 
functionality provided by ROOTS SOFTWARES Cloud Infrastructure in regards to their legal and regulatory 
requirements.   
  
CUSTOMER DATA:  
  
Generally speaking, ROOTS SOFTWARES Cloud Infrastructure may handle two broad categories of data in the 
context of its interactions with its customers:   
• Data about our customers: This is the information needed to operate your ROOTS SOFTWARES Cloud 
Infrastructure account and bill you for services. The use of any personal information that ROOTS SOFTWARE gathers 
from you for purposes of account management is governed by our general Privacy Policy.   
• Data stored by our customers: This is the data that you store in the ROOTS SOFTWARES Cloud 
Infrastructure, such as files, documents, and databases. Your data might include personal information, but 
ROOTS SOFTWARES does not have insight into the contents of this data or how you collect or use it, nor 
whether it is subject to Canadian or any other specific data privacy regulations. Additionally, it is important to note 
that ROOTS SOFTWARE does not have a direct relationship with your end users—the individuals that you might collect 
personal information from. You manage this data, make decisions about its processing, and decide in which region 
it is stored. ROOTS SOFTWARES’ handling of this data is described by the ROOTS SOFTWARES Privacy 
Policy and the Data Processing Agreement.   
  
 
PRINCIPLES:  
  
PIPEDA sets out 10 fair information principles that organizations must adhere to:  
  

• Accountability   
• Identifying Purposes   
• Consent   
• Limiting Collection   
• Limiting Use, Disclosure, and Retention   
• Accuracy   
• Safeguards   
• Openness   
• Individual Access   
• Challenging Compliance   

  
The following sections outline how ROOTS SOFTWARES Cloud Service customers can take advantage of 
product features to help them align with these principles when using ROOTS SOFTWARES Cloud services.   



  
  

The Principle  Description (Refer to www.priv.gc.ca)  How ROOTS SOFTWARES Aligns  
Accountability  An organization is responsible for personal 

information under its control. It must appoint 
someone to be accountable for its compliance 
with these fair information principles. (refer to 
www.priv.gc.ca)  
  

All vendors used by ROOTS SOFTWARES 
(including ROOTS SOFTWARES) to build and 
operate its Cloud infrastructure internally 
appoints a Global Data Protection Officer to 
field inquiries about any privacy matter.  
  
All ROOTS SOFTWARES customers have several 
options to resolve their privacy concerns in 
regards to ROOTS SOFTWARES’ obligations. 
ROOTS SOFTWARES’ Cloud Infrastructure 
complies with the ROOTS SOFTWARES Services 
Privacy Policy, which provides the following 
information:   

• Explains how to contact 
ROOTS SOFTWARES’ Global 
Data Protection Officer about 
any privacy compliance 
matter   
• Points to a data privacy 
Inquiry form   
• Outlines a privacy and 
security dispute resolution 
process  

  
  
  
  
  
  
   

Identifying Purpose  The purposes for which personal information is 
being collected must be identified by the 
organization before or at the time of 
collection   

  
As cloud provider, ROOTS SOFTWARES 
generally has no insight into your purposes for 
collecting personal data from individuals   
  

Consent  The knowledge and consent of the individual 
are required for the collection, use, or 
disclosure of personal information, except 
where inappropriate  

  
As cloud provider, ROOTS SOFTWARES does 
not establish or maintain a relationship with 
your end users or with other individuals about 
whom you may store personal data. As such, 
ROOTS SOFTWARES does not provide notices 
to or obtain consents from your end users for 
you to obtain their personal data.   
  

Limiting Collection  The collection of personal information must be 
limited to that which is needed for the 
purposes identified by the organization. 
Information must be collected by fair and 
lawful means  

  
As cloud provider, ROOTS SOFTWARES 
generally has no insight into the personal 
information that you may collect from your 
end users and process in ROOTS SOFTWARES 
Cloud Infrastructure, or for what purposes it 
was collected   
  

Limiting Use, Disclosure and Retention  Unless the individual consents otherwise or it is 
required by law, personal information can only 
be used or disclosed for the purposes for which 
it was collected. Personal information must 
only be kept as long as required to serve those 
purposes  

  
As cloud provider, ROOTS SOFTWARES 
generally has no insight into your purposes for 
collecting personal data from individuals. 
However, ROOTS SOFTWARES Cloud Service 
has features that   
may help customers with purpose limitation 
(tagging) and data retention and deletion 
(Object Lifecycle Management).   



  
Tagging   
ROOTS SOFTWARES offers a flexible tagging 
operation for their customers. Tagging can help 
you label and aggregate resources (even across 
compartments) with similar purposes and run 
bulk processing on those resource groups. Your 
tenancy administrators can plan and 
implement a resource tagging strategy that 
may help enforce the purposes for which the 
data you are processing was collected.   
Object Lifecycle Management   
ROOTS SOFTWARES offers Object Lifecycle 
Management to help automate the archiving 
and deletion of data objects. You can use 
Object Lifecycle Management to help define 
the end of life for data objects within the same 
bucket, including whether to archive or delete 
the objects.  
  

Accuracy  Personal information must be as accurate, 
complete, and up-to-date as possible in order 
to properly satisfy the purposes for which it is 
to be used  

  
ROOTS SOFTWARES Cloud Infrastructure offers 
the Object Storage, Block Volume, and File 
Storage services to help you store accurate 
copies of your data. These data storage options 
can also be used for business continuity, 
disaster recovery, and archiving. Regardless of 
the data storage services that you select.  
  
  
Data Storage   

• The Object Storage 
service allows you to store 
unstructured data of many 
content types. Object Storage 
actively monitors data 
integrity by using checksums 
to automatically detect and 
repair corrupt data. Object 
Storage actively monitors for 
data redundancy. If a 
redundancy loss is detected, 
Object Storage automatically 
creates additional data 
copies.   
• The Block Volume 
service allows a block volume 
to be used as a regular hard 
drive when it is attached and 
connected to a compute 
instance. Volumes can also be 
disconnected and attached to 
another compute instance 
without the loss of data. 
Volumes are automatically 
replicated to help protect 
against data loss, and can also 
be backed up if the customer 
chooses.  
• The File Storage service 
allows you to manage shared 
file systems, mount targets, 
and create file system 
snapshots. The File Storage 
service uses synchronous 



replication and high 
availability failover for resilient 
data protection   

  
  
  

Safeguards  Personal information must be protected by 
appropriate security relative to the sensitivity 
of the information  

Components of the ROOTS SOFTWARES Cloud 
Infrastructure have received ISO27001 audits 
and SOC1 and SOC2 reports. Some of the 
ROOTS SOFTWARES security related features 
offered in the Cloud service are discussed in 
the following sections.  
The Least Privilege approach requires access 
on a ‘need to know’ basis as one control for 
protecting personal data. Access control in 
ROOTS SOFTWARES Cloud is based on the 
concept of least privilege. New resources (for 
example block storage volumes or compute 
instances) are secure by default. Only users in 
the administrator group are initially given 
access when the resource is created. Access for 
other users must be explicitly given by your 
administrators by use of policies. Your cloud 
administrators must take explicit actions by 
use of these policies to expand access to those 
who ‘need to know’    
  
  

Encryption    The Encryption in this section occurs regardless 
of the nature of the underlying data. ROOTS 
SOFTWARES Cloud does not have insight into 
the nature of the customer data whether it is 
personal, sensitive or otherwise. More about 
this in the section below this table  

Openness  An organization must make detailed 
information about its policies and practices 
relating to the management of personal 
information publicly and readily available  

The ROOTS SOFTWARES Services Privacy Policy 
provides transparency about the overall 
approach to the handling of your data.   

Individual Access  Upon request, an individual must be informed 
of the existence, use, and disclosure of their 
personal information and be given access to 
that information. An individual shall be able to 
challenge the accuracy and completeness of 
the information and have it amended as 
appropriate  

The ROOTS SOFTWARES Services Privacy Policy 
provides transparency about the overall 
approach to the handling of your data.  

Challenging Compliance  An Individual shall be able to challenge an 
organization’s compliance with the above 
principles. Their challenge should be addressed 
to the person accountable for the 
organization’s compliance with PIPEDA. Usually 
their Chief Privacy Officer  

ROOTS SOFTWARES Cloud Services has:  
  

• Capability of pointing to 
data privacy Inquiry form  
• Outline of privacy and 
security dispute resolution 
process  
• Explain how to contact 
ROOTS SOFTWARES’ Data 
Protection Officer  

  
  
  
  
  
 


